DOZ Privacy Policy

Last updated: June 17, 2025

This privacy policy ("Policy") explains how DOZ, a web application published by SARL
PAX, collects and processes personal data when users access and interact with the DOZ
platform. DOZ allows users to share and discover music via a community feed, using the
Spotify API to interact with their Spotify account.

1. DEFINITIONS

e User: any person accessing the DOZ website or using the platform to share,
browse, or save music.

o Visitor: any person browsing the site without creating an account.
e Platform: the DOZ web app accessible at https://www.dozapp.com.

e Spotify Data: data retrieved through the Spotify API, including user profile,
playlists, and track metadata.

¢ Personal Data: any information relating to an identified or identifiable individual,
as defined by the GDPR.

o Controller: SARL PAX, registered in France at 41 avenue du maréchal Lyautey,
75016 Paris.

2. DATA COLLECTED
DOZ may collect the following types of data:
+ Spotify Authentication Data: OAuth access and refresh tokens.

+ Spotify User Data: Spotify user ID, playlists, tracks, track metadata (artist,
album, title).

o User-Generated Content: shared posts including comments, track selections.

« Technical Data: IP address, browser type, connection time and date, device info.




3. PURPOSES AND LEGAL BASIS

Data Category Purpose Legal Basis

Spotify ) ) Performance of a
o Connect and authenticate user to Spotify

Authentication contract

. Display playlists, enable sharing, suggest Performance of a
Spotify User Data
content contract

Technical Data Diagnose issues, ensure platform security Legitimate interest

Enable community sharing and discovery Performance of a
User Content )
of music contract

4. DATA RECIPIENTS
o Spotify: for API calls required to access user data.
e Hostinger: hosting provider for DOZ infrastructure.

o Authorities: where legally required, data may be shared with competent
authorities.

DOZ does not sell or rent personal data to any third parties.

5. DATA RETENTION

¢ OAuth Tokens: stored securely and retained until the user revokes access or the
token expires.

o Technical Logs: retained for 6 months, then anonymized or deleted.

¢ User Content: stored until the user deletes their account or requests erasure.

6. DATA TRANSFERS

Some data may be transferred to servers located outside the European Union. In such
cases, DOZ ensures appropriate safeguards are in place, including standard contractual
clauses.



7. SECURITY MEASURES
e TLS encryption on all connections.
e Encrypted backups of databases.
¢ Access control with multi-factor authentication for internal teams.

¢ Regular security audits and penetration testing.

8. COOKIES

DOZ uses functional cookies necessary for operation and anonymous analytics cookies
for traffic monitoring. Users are informed of cookie usage upon visiting the platform and
may refuse optional trackers.

9. YOUR RIGHTS
Under GDPR, you have the right to:
e Accessyourdata
e Corrector erase your data
e Restrict or object to its processing
o Data portability
To exercise your rights, contact us at: hello@dozapp.com.

You may also lodge a complaint with the CNIL (Commission Nationale de l'Informatique
et des Libertés).

10. CHANGES TO THIS POLICY

We may update this Policy to reflect changes in legal obligations or services. Users will
be notified by email or on the platform at least 15 days before significant updates take
effect.
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